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Ğ Founded in 1994 

Ğ Based in Nebraska

Ğ Dedicated to Research and Development 

Ğ IBM Advanced Business Partner

Ğ Member of IBM Developerôs Program

Ğ Member of PCI Security Standards Council

Ğ Responsive Toll-Free Technical Support



Over 3,000 Installations Worldwide

BeautiControl Cosmetics

Carolina Biological Supply

Certegy

City of Ketchikan

City of Redding

Consolidated Telephone Companies

CU*Answers

Discovery Toys

EOG Resources

Fairmount Minerals

Fidelity Express

The Geo Group Inc.

Hermann Sons

Ingram Industries

KOA Kampgrounds of America

Korta Payments

Landau Uniforms

Loveôs Travel Stops & Country Stores

Mid-Continent Group

Muscatine Foods Corporation

Northwest Natural Gas

Oneida Tribe of Indians of WI

Permanent General Agency

Rural Community Insurance Services

Service Insurance Group

Silverleaf Resorts

Slominôs

Sturm, Ruger & Company

USA Mobility Wireless

ViaTech Publishing Solutions

Linomaôs Customers



Intro and Agenda

Á Panelists:

Á Bob Luebbe ïChief Architect at Linoma Software

Á Ron Byrd ïSenior Product Engineer for Crypto Complete

Á Steve West ïProduct Engineer for Crypto Complete

Á Agenda:

Á Data exposures

Á Brief introduction to Crypto Complete (customer/prospect mix)

Á Overview of DB2 Field Procedures in IBM i 7.1

Á Example of encrypting fields with Field Procedures and Crypto Complete

Á Controlling access to the decrypted values

Á Potential gotchas

Á Tips and Techniques

* Feel free to enter questions in control panel



Data Risks

Unless otherwise protected, all data 

transfers travel openly over the Internet 

and can be monitored or read by others.

Databases can be accessed 

through a wide variety of tools by 

both external hackers and rogue 

employees.

Backup media often passes through 

many hands to reach its off-site 

storage location.



Costs of Losing Data

Á ñData Loss Studyò conducted by Ponemon Institute

Á 33,000 lost customer records per incident

Á Average cost is $204 for each lost record 

Á $6.75 million cost per breach

Á Costs:  Administrative and IT labor, Notifications to customers, Public relations,
Regaining trust, Lost business



Data Which Needs a High Level of Protection

Á Anything that is confidential to the organization, 
its employees and its customers

Á Credit card numbers

Á Social security numbers 

Á PIN numbers

Á Payroll information (e.g. wages)

Á Health-related information (PHI)

Á Bank Account numbers

Á Driver License numbers

Á Financial data 

Á Trade Secrets (e.g. product formulas)



Á To comply with regulations:

ÁHIPAA 

ÁSarbanes Oxley

ÁGramm-Leach-Bliley Act

ÁState privacy laws

Á To avoid potential penalties and lawsuits

Á To comply with PCI Security Standards

Á To avoid bad public relations 

Á To ensure your continued employment (you donôt want to be the one that ñtakes the fallò)

Why Should You Protect This Data?

ñA senior database administrator at a subsidiary of 

Fidelity National Information Services took data 

belonging to as many as 8.5 million consumers. The 

stolen data included names, addresses, birth dates, bank 

account and credit card information, the company said.ò

(Source: ComputerWorld, July 2007)



Encryption Basics

Á Encryption is the process transforming understandable text 
into an unintelligible piece of data.

- Before:    The quick brown fox jumped over the lazy dog

- After:       Ăí \ËKä°BBY ý�\¬°Ŀ¤āCûø^{F+rêJ[1]ċ(ĲYİiüòÈt 

Á Encryption hides the meaning of the message, 
but not its existence

Á AES is the most popular encryption Cipher.  

- Approved by NIST

- No known attacks

- Fast form of Encryption ï6 times faster than Triple DES

- Can use a 128, 192 or 256 bit symmetric key length

TERMS

AES is the abbreviation for Advanced 
Encryption Standard.   AES utilizes 
symmetric key cryptology.  It provides 
strong encryption and is approved by the 
U.S. Government for protecting top 
secret information. 

Cipher is a pair of algorithms that 
perform encryption and decryption.

NIST is the abbreviation for National 
Institute of Standards and Technology.   
Is a federal technology agency that 
develops and promotes standards and 
technology.

Quote from National Security Agency (NSA) ïJune 2003

"The design and strength of all key lengths of the AES algorithm 

(i.e., 128, 192 and 256) are sufficient to protect classified 

information up to the SECRET level. TOP SECRET information will 

require use of either the 192 or 256 key lengths." 



Typical Problems with Field Encryption

ÁCan be very difficult and time-consuming to implement a custom encryption solution

ÁIBMôs APIs are complex and require a lot of research to implement correctly

ÁMajor application changes often needed to encrypt and decrypt data  

ÁChange database types from numeric to alpha

ÁExpand field sizes to accommodate encrypted data

ÁCustom key management solution often does not meet PCI requirements:

ī Keys are often not stored securely (often stored in source code or unsecure objects)

ī Lack of controls on who can create and manage keys

ī Difficult to rotate keys without re-encrypting all data

ÁAudit trails are non-existent or limited

ÁProgrammers know too much about custom solution





CRYPTO COMPLETE ïOverview 

Á Global Policy Settings (dual control, seperation of duties, etc.)

Á Integrated Key Management

Á Security controls (e.g. who is allows to set up keys, encrypt data, decrypt data, etc.)

Á Rotation of encryption keys without having to re-encrypt existing data 

Á Strong encryption using AES256, AES192, AES128 or TDES algorithms

Á Automated encryption of database fields within IBM i database files

Á Encryption of IFS files, Libraries and Objects

Quote from Brad Snapp, City of Owensboro

"We have found Crypto Complete to be very easy to use. In about 

an hour, we had our first field encrypted!  Crypto Complete gives us 

the option to automatically encrypt data, which eliminates the need 

for us to make software changes for encryption." 

- Utilizes column triggers to automate encryption (without having to change your applications)
- Encryption of small database fields without requiring field expansion
- Encryption of both alphanumeric and numeric database fields
- Tokenization support for centralizing sensitive data



CRYPTO COMPLETE ïOverview continued

Á Simple program calls and ILE procedures (APIs) for decrypting data within native applications

Á Stored procedures and SQL functions for decrypting data through SQL 

Á Comprehensive audit trails and reporting

Á Send message alerts to Email, QSYSOPR, QHST, QAUDJRNé

Á Intuitive i5/OS menus and commands with on-line help text

CRYPTO                      Main Menu

Select one of the following:                                                   

1. Key Policy and Security Menu        (GO CRYPTO1)                              

2. Master Key Menu                     (GO CRYPTO2)                              

3. Symmetric Key Menu                  (GO CRYPTO3)                              

4. Field Encryption Menu               (GO CRYPTO4)   

5. Library/Object/File Encryption Menu (GO CRYPTO5)                           

6. Source Examples Menu                (GO CRYTPO6)    

10. Product Information Menu            (GO CRYPTO10)                                                  

Selection or command

===>___________________________________________________________________

____________________________________________________________________

F3=Exit   F4=Prompt   F9=Retrieve   F12=Cancel

F13=Information Assistant  F16=AS/400 main menu

If donôt use field 
procedures



CRYPTO COMPLETE ïAPIs 

Á Pass in field identifier and encrypted value

Á Get back the authorized value (full value, masked value, or no value)

Á Example of calling ILE procedure to retrieve decrypted value :

Á Also include APIs that can be called with traditional CALL statement

Á SQL functions and Stored procedures also available  

SELECT CustNo, 

F_DecFldAuth(óCredit_Cardô, CreditCard)as Decrypted_CreditCard

FROM OrderFile 

WHERE CustId = 12345

CRYPTO COMPLETE ïRetrieve encrypted value

DecFldAuth (óCredit_Cardô

:EncryptedValue

:LogCmt

:CreditCardValue

:MsgId

:MsgText);



PEK ïProduct Encryption Key

Å  Quantity: 1

Å  Used for protecting Master Encryption Keys (MEKs)

Å  Unique per iSeries serial number

Å  Only generated in memory when needed (never stored)

MEK - Master Encryption Keys

Å  Quantity: 1-8

Å  Used for protecting Data Encryption Keys (DEKs)

Å  Generated based on 1-8 passphrases

Å  Stored in validation list (*VLDL) object CRVL001

DEK ïData Encryption Keys
Å  Quantity: Unlimited

Å  Used for protecting (encrypting) data 

Å  Can be created 3 ways:

1) Random

2) Generated based on passphrase

3) Manually entered

Å  DEKs are held in Key Stores

Å  Key Stores are IBM Validation List (*VLDL) objects  

CRYPTO COMPLETE - Key Hierarchy



Field Procedures

Á Any writes or updates will encode the data

Á Any reads will decode the data



Field Procedures

Á Available in IBM i 7.1

Á Working with Field Procedures (in beta 7.1 version) for several weeks

Á Kind of like triggers, but can also modify data on a ñreadò and can store alternative 
ñencodedò values for fields

Á Can be used for a variety of encoding and decoding schemes

Á Encryption

Á Compression of large strings

Á Normalization of text (41st Street becomes 41st st.)

Á Supported for DDS-described physical files and SQL-defined tables

Á Field procedures allowed on multiple fields in the file

Á Supported in multi-member files

* Nice benefit:  Field Procedures allow you to encrypt 
numeric, date and time fields without changing their 
types or storing the encrypted values in a separate file.



Adding and Removing Field Procedures

Adding a Field Procedure (registering)

Á SQL syntax:   ALTER TABLE library/filename
ALTER COLUMN fieldname 
SET FIELDPROC proglib/program

Á Performs a mass encoding (encryption) of the field

Á May take some time ïSubmit to batch

Removing a Field Procedure

Á SQL syntax:   ALTER TABLE library/filename
ALTER COLUMN fieldname 
DROP FIELDPROC

Á Performs a mass decoding (decryption) of the field 

* Crypto Complete provides its own field 
procedures for encryption and decryption.  It 
will add and remove the field procedures 
automatically when you activate and 
deactivate fields in the Field Registry



DSPFFD (Display File Field Description)

*...+....1....+....2....+....3....+....4....+....5....+....6....+....7....+... 

Data        Field  Buffer    Buffer Field    Column       

Field      Type       Length  Length Position        Usage    Heading      

CMSSNO     CHAR            9       9        43        Both     Social Secur

number       

Field text  . . . . . . . . . . . . . . . :  Social Security number       

Coded Character Set Identifier  . . . . . :     37                        

Field Procedure Name  . . . . . . . . . . :  CRRP008                      

Field Procedure Library . . . . . . . . :  CRYPTO 

This is the field length 
that the application will 
see, but the encoded 

length may be different.

Shows the name of the 
program that will be 
called on the encode 

and decode operations



Miscellaneous

Output example:

F0F0F0F0F369D692FD4062D246805867E39A9C3C0F

F0F0F0F0F3BED7758A5B145983FD73E292D8304C1B

F0F0F0F0F3C2178F6AE5073A83E41B8FF2DAA3F155

F0F0F0F0F3E801C9C44F84C16865390429FF498770

F0F0F0F0F3127D92B215D67C602D0EB35B6463982D

F0F0F0F0F31DD011C326ED1BB312360F160257363D

F0F0F0F0F3CE8E18895B4816AAEDF30CACE85CA9D2

F0F0F0F0F37A9124ED81A4D186E91FF1A450BA9B2E

F0F0F0F0F33B1F0023A19F3F1E89BBCC983D0C0F40

F0F0F0F0F36A87EB2DA95B130F0C9416B46D329E7D

F0F0F0F0F3D27BDB248CB7C47EBCDC753A1CA4F605

F0F0F0F0F34B5D281BB7D68F4C985CFF937765AEC9

F0F0F0F0F3EEE00CED97427DE62F2FA27372C36890

F0F0F0F0F3CECC7B3A7B385261351CF1C3054A53E2

F0F0F0F0F31D1BA4C00CAF104B2E216B421703093D

F0F0F0F0F3AC4CCC04FEF3BA2B6736C2840F7CB4D3

F0F0F0F0F3DCC202EA621EC42A7636E13B692D8683

F0F0F0F0F30B8836C5B89274880A4A0DB2D913DB2F

F0F0F0F0F33B1F0023A19F3F1E89BBCC983D0C0F40

Á Adding a field procedure will not change the record level id (will not get a record-level check)

Á CRTDUPOBJ will duplicate the file and the field procedures on it

Á View the hex encoded values with the HEX_ENCODED function in SQL.  Example:

SELECT HEX_ENCODED(SSNO) FROM EMPMAST



Field Procedures Events

Write/Encode Events

Á Native record-level updates and writes

Á SQL Insert and Update statements

Á Writing CL Commands: CPYF, RGZPFM, STRDFU

Á SQL Where 

e.g.  Select SSNO, NAME where SSNO = ó508773211 ô

Á Encoded key values on the SETLL , SETGT, CHAIN, READE:

e.g.  SSNO CHAIN      EMPMAST

Á Before and After Triggers

Read/Decode Events

Á SQL Select and Fetch

e.g.  Select SSNO, NAME where NAME = óBOBô

Á Native record-levels reads (READ, READE, SETLL, CHAIN, SETGT)

Á Queries and other report writers

Á File Transfer utilities (e.g. Client Access, Surveyor/400)

Á Reading CL commands: DSPPFM, CPYF

Á Before and After Triggers

* The field procedure has no knowledge of what 
IBM operation called the encode or decode.  
The field procedure also does not know what is 
being done with the returned value.

The search is performed 
using the encoded 

version of this value.



Crypto Complete Integration

Á Can register and track fields (that use field procedure technique) 
in Field Registry

Á Automatically encrypts all (non-blank/non-zero) field values on 
an activate operation

Á Will encrypt new/changed values on an on going basis

Á Utilizes keys from Crypto Completeôs integrated Key Management System

Á Checks authority to determine userôs permission to the decrypted values

Á Performs (optional) logging of encryption and decryption activity to journal file

Á Can change keys without deactivating field in Crypto Complete

Field Types Supported:

Á Fixed-Length Character

Á Variable-Length Character                            

Á Binary

Á Integer

Á Zoned Decimal

Á Packed Decimal

Á Date 

Á Time

Á Timestamp



Crypto Complete Decryption Options for Field Procedures

Á *FULL- Return the Full value (if authorized).

e.g. 508-83-2311

Á *AUTH - Return the Authorized value (full, masked or none)

e.g. 508-83-2311 or ***-**-2311 or blanks

Á *MASK ïOnly returns the Masked value (if authorized).  

e.g. ***-**-2311

For *FULL and *MASK:  If not authorized to the  
value, then the read operation will fail.



Á Secure Key Stores using i5/OS object authority (If the user does not have rights to the 

Key Store containing the Key, then they cannot  encrypt or decrypt data with that Key)

CRYPTO COMPLETE ïControlling Access to Decrypted Values

Á Specify authorization lists (AUTL) for the field (controls if the user has access to the full
decrypted value, masked value or no value)



CHGPF Problems

Á CHGPF  SRCFILE(é) will accidently drop any field procedures on a file

Á This would perform a mass decryption of the field values!!!  WITHOUT WARNING!

Á This is a known as an issue by IBMé but not sure if they will fix it. 

Á May want to convert physical file DDS to SQL before using field procedures ïThen you can use 
ALTER Table to add, change or remove fields instead of CHGPF

Á Surveyor/400 can help facilitate the conversion to SQL



Sorting on Keyed Logicals and Physicals

Á It sorts by the encoded (encrypted) value on READsé not by the decoded (decrypted) value

Á Example file layout for EMPMAST

Á Field procedure is added to EMPID

Á RPG Example of reading entire file 

Á Instead, use ORDER BY in an embedded SQL Select statement 

e.g.  SELECT * FROM empmast ORDER BY empid

* Read all the employees by employee id

C     *LOVAL        SETLL     EMPMAST            

C                   DOW       NOT %EOF(EMPMAST)

C                   READ      EMPMAST

C                   ENDDO 

A          R EMPREC                                              

A            EMPID          7  0       COLHDG(óEmployee idô)  

A            NAME          30          COLHDG(óEmployee Name')

A            SSNO           9          COLHDG(óSocial Security Number') 

A          K EMPID     

ALTER TABLE EMPMASTALTER COLUMN EMPID SET FIELDPROC PRGLIB/CDRP008

Results not ordered:
54332
23233
11111



Stomping on Data

Á If conditionally return masked values or blanks, then you may stomp on the data 
on the subsequent update

Á Example file layout for EMPMAST

Á Field procedure is added to SSNO (to return authorized value; full, masked or none)

Á RPG Maintenance Program - Example of Stomping over data

/FREE

// Retrieve employee record

CHAIN EMPID EMPMAST;

// Prompt for changes to SSNO and NAME

EXFMT DSP01;

// Update employee record 

UPDATE EMPMAST;

/END- FREE

Decode is performed on 
SSNO.  Masked value of 
*****1255 is returned.

A          R EMPREC                                              

A            EMPID          7  0       COLHDG(óEmployee idô)  

A            NAME          30          COLHDG(óEmployee Name')

A            SSNO           9          COLHDG(óSocial Security Number') 

A          K EMPID     

ALTER TABLE EMPMASTALTER COLUMN SSNO SET FIELDPROC PRGLIB/CDRP008

Name and masked Social Security 
Number is shown on the screen.  
User just presses enter without 

making any changes.

Encode is performed on 
the masked SSNO value.  
Original value is replaced 

with *****1255



Program Change to avoid Stomping on Data

/FREE

// Retrieve employee record

CHAIN EMPID EMPMAST;

// Save the Social Security number and Name

SAVE_SSNO = SSNO; 

SAVE_NAME = NAME; 

// Prompt for changes to SSNO and NAME

EXFMT DSP01;

// Both SSNO and Name changed

IF SSNO <> SAVE_SSNO and NAME <> SAVE_NAME;

UPDATE EMPMAST;

// Just SSNO changed

ELSEIF SSNO <> SAVE_SSNO;

UPDATE EMPMAST %FIELDS(SSNO);

// Just Name changed

ELSEIF NAME <> SAVE_NAME;

UPDATE EMPMAST %FIELDS(NAME);

ENDIF;

/END- FREE



Other Things to Know

Á Performance:  On a record update, the encode operation runs even if the 

field value does not change (unlike a column trigger)

Á CPYF will always decode (performance issue)

Á *HIVAL  SETGT does not position to the end of the file (known bug)



Field Procedure Summary

Á New release of Crypto Complete (with Field Procedure support) will be available the first part 
of June.  Just finishing testing/documentation.

Á Many customers have indicated they will not upgrade to 7.1 for several monthsé or longer

Á Make sure you get the latest PTFs from IBM if want to use Field Procedures!

Á Still may have to make application changes:

Á To fix sorting

Á To not stomp on data (if getting masked or auth values on reads)

Á Test performance

Á Crypto Complete works on versions V5R2 through V7R1.  Instead of waiting for Field 
Procedures, use the proven column trigger approach.



CRYPTO COMPLETE ïSUMMARY 

Á Free 30 day trial available for download

Á Installs as a licensed program ïUses only 60 Mb of disk

Á Most customers can install and start encrypting data in less than a couple hours

Á Comprehensive easy-to-read manual

Á On-line help text

Á Evaluate with test data in your own environment

Customer Testimonial

ñThere are not a lot of software products that impress me, but I 

have to say that I really like the way Crypto Complete works. It 

was easy to implement and allowed us to meet all the requirements 

for securing our data to get PCI compliant.ò

- Will Crowe, Love's Travel Stops and Country Stores



Web site: www.linomasoftware.com
E-mail: sales@linomasoftware.com

Toll-free: 1-800-949-4696
Direct: (402) 944-4242
Fax: (402) 944-4243

Address: 1409 Silver Street
Ashland, NE 68003  USA

How to contact us


